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1. Check Your Understanding
9.1						9.2

1 B		6  C				1 A		6 A
2 C		7  B				2 C		7 B
3 B		8  C				3 D		8 B
4 B		9  C				4 B		9 B
5 B		10 C				5 D		10 A

9.3						9.4

1 B			6 C			1 B		6 A
2 A			7 A			2 A		7 A
 	3 C			8 D			3 D		8 A
	4 B			9 C			4 C		9 C
	5 D			10 D			5 B		10 D


2 Define:

Access report- This is a report that provides a list of individuals who accessed patient information during a given period of time.

Administrative simplification- This is HIPAA’s  attempt to streamline and standardize the health care industry’s nonuniform business practices, such as billing, including the electronic transmission of data.

ARRA- The American Recovery and Reinvestment Act, provides  significant funding for health information technology and other stimulus funding, it also made important changes to the HIPAA Privacy and Security Rules.

Admissibility- This is when evidence is admitted in a court of law.

Breach- This is an unauthorized acquisition, access, use, or disclosure of protected health information in a manner not permitted.

BA- business associate, is a person or organization other than a member of a covered entity’s workforce that performs functions or activities on behalf of or for a covered entity that involves the use or disclosure of PHI.

CLIA- Clinical Laboratory Improvement Amendments, this regulates the quality of laboratory testing.


Confidentiality- this is similar to privacy, but is has to do with sharing of private thoughts in confidence with someone else. Usually between patient/physician, client/attorney, or clergy/parishioner.

Complaint- A written legal statement from a plaintiff that initiates a civil lawsuit

Consent- This is a document signed by the patient that indicates agreement that protected health information can be disclosed.

Covered entity- this is a person or organization that must comply with the HIPAA Privacy Rule. 

Deidentified information- this is information that does not identify an individual because personal characteristics have been stripped from it in such a way that it cannot be later constituted or combined to reidentify and individual.

HHS- Department of Health and Human Services, it is the federal entity responsible for coordinating national efforts to implement and use health information technology.

DRS- Designated Record Set, this includes the health records, billing records, and various claims records that are used to make decisions about an individual.

E-discovery- it has the same pretrial process as discovery, but parties now obtain and review electronically stored data.

Facility directory- This is a directory of patients being treated in a healthcare facility.


FRCP- The Federal Rules of Civil Procedure, it incorporates electronic information through the creation of e-discovery rules. It applies only to cases in federal district court, even though many states have adopted similar e-discovery rules that apply to both civil and criminal cases.

FRE- Federal Rules of Evidence, this governs admissibility in the federal court system.  Generally only relevant evidence may be admitted at trial.

FTC- Federal Trade Commission, this is a independent federal agency that deals with consumer protection and issues having to do with competition in business.

HITECH- Health Information Technology of Economic and Clinical Health Act, it is legislation created to promote the adoption and meaningful use of health information technology in the United States.

HIPAA- Health Insurance Portability and Accountability Act, it is a privacy law where personal information is not to be given out without the person’s permission

Hearsay- This is an out of court statement used to prove the truth of a matter, it is deemed untrustworthy.

Legal hold- This is a court order to preserve a health record if there is concern about destruction.



Medical identity theft- This is a type of healthcare fraud that includes both financial fraud and identity theft. It is when someone uses an individuals name or social security number  to obtain medical services or goods.

Minimum necessary- this requires uses, disclosures, and requests must be limited to only the amount needed to accomplish an intended purpose.


ONC- Office of the National Coordinator for Health Information Technology, this is the principal federal entity charged with coordination of nationwide efforts to implement and use the most advanced health information technology and the electronic exchange or health information.

Personal representative- this is a person who has legal authority to act on another’s behalf.

Preemption-  this means that  federal law may supersede state law.

PHI- Protected health information, this either identifies an individual or provides a reasonable basis to believe the person could be identified from the information given.  It can be in any form including, electronic, paper, and oral.

Red Flags Rule- This is five categories of red flags that are used as triggers to alert the organization to a potential identity theft.

Right to request amendment- An individual can request that a covered entity restrict the uses and disclosures of PHI to carry out treatment, payment, or healthcare operations.

Spoliation- this is the act of destroying, changing, or hiding evidence intentionally.




TPO- Treatment, payment, and operations, this is an important concept because the Privacy Rule provides a number of exceptions for PHI that is being used or disclosed for TPO purposes.

Warrant- This is a judges order that authorizes law enforcement to seize evidence and often conduct a search as well.

Sale of information- This prohibits a covered entity or BA from selling (receiving direct or indirect compensation) in exchange for an individual’s PHI without that individual’s authorization.
 
 
3. You should always have the actual language of the HIPAA  privacy regulation at your fingertips should questions  about interpretations arise.


It doesn’t appear like you are asking for any information directing this questions therefore I did not answer.

1. Review Breach Notification. Evaluate the information offered  and how to report a breach.

Again, this doesn’t not appear to be a question that you are looking for an answer to therefore I did not answer.



2. Review Special Topic and choose Health Information Technology.   Visit the various sites and summarize your findings as they relate to this chapter.

This sites on this web link talked about Correction Principle in that the patient has the right to have any incorrect information in their PHI corrected.  Covered entities have a time frame of 60 days and under certain circumstances they have an extention of 30 days. Covered entities do have the right to refuse the request from an individual if they feel information is indeed correct.  

One of the articles talked about safeguarding PHI and this can only happen if there are steps in place to do this.  Each covered entity is able to come up with their on safeguards it is not mandated that they have to follow a specific system to safeguard individuals HPI.

Individual Choice gives and individual the right to now how information about their PHI will be collected, used and disclosed.  Principal rules give the individual the right to be more active in their health information.
 http://www.hhs.gove/hipaa/for-professionals/index.html


 
4. Visit the State of Maine website.
 What are the various state laws related to ownership of the health record?

Under Maine law your healthcare provider owns the actual record but, you are entitled to a copy of your record.
 
5. Evaluate/summarize the following website and information that is offered.
http://www.hhs.gov/ocr/index.html
 
This website gives info on filing complaints with Office of Civil Rights, Health Information Privacy.  It talks about HIPAA for providers and individuals.  It also gives information on Breach notifications for these are areas (OCR, Health Information Privacy).

6.Retrieve 2 articles from the internet that have been written in the past year on privacy compliance. Summarize the important concepts. What have you discovered from this search that is not addressed in this chapter? 
http://www.ahima.org
http://www.fierchealthcare.com
http://www.healthcareitnews.com
http://www.himss.org
The article summarized the top five compliance mistakes in Healthcare IT.  It talks about how employees have use of their own mobile devices that are not linked to the secure site and patient information and be accessed or vulnerable to theft this way.  It also takes about how some organizations put their compliance ahead of their security however without security it can ultimately jeopardize the compliance of the organization.

The other article talked about how a hospital increased its security budget yet breaches continued to grow.  Even though increased money is placed on security if the organizations do not follow all the security it doesn’t matter how much money you put into it.

This chapter didn’t go into the depth of breaches or security risks that the articles did.  The chapter never really address how breaches truly impact organizations and how even with increased security breaches can continue to happen. The chapter talked about how a lot of breaches happen within an organization which I believe is true and that many times it is employees who can effect the amount of security an organization has on PHI.


7. Do you think there are problems with any of the HIPAA  Privacy rule's exceptions to the authorization requirement?
No 

Do the exceptions minimize patient privacy?
I do not believe so 

Are there too many exceptions?
[bookmark: _GoBack]No

Are there other exceptions that you would include if you were asked to become involved in revising the law?
 At this time I can’t think of any.  
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